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Category Description Examples

Healthcare -« Automation and optimization of ‘back-end’ + InHong Kong, the HK Health Authority is using an Al-based tool
organization processes using Al functions, such as natural to produce nursing staff rosters that satisfy a set of constraints,
and language processing. such as staff availability, preferences, working hours, ward

administration

Clinical
decision-making

Population
health

Bio-medical
research
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Service delivery
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Examples include (1) staff rostering and
appointment scheduling; (2) repetitive
administration, such as note taking and
transcribing during consultations, filing of an
individual’ s electronic patient health record
and patient letter writing, printing and posting;
and (3) analysis of patient feedback to inform
quality improvement.

Al based apps, bots, personal, wearable and
smart devices are used to interact directly with
patients to (entirely or mostly) deliver
therapies, provide health information, and/or
support patients to stick to prescribed
interventions and manage health conditions.

Al pattern recognition of CT, MRI or ultrasound
scans, for instance, and Al analysis of clinical
data, genomic data, health records, personal
and family histories, speech patterns and voice
modulations, clinical guidelines, best practice
and medical research are used to support,
optimise, personalise and/or automate
decisions about triage, diagnostics, prognosis
and subseaquent care pathways at the point of
care via decision support systems.

Population-level applications of Al analysis
using a large amount of new data forms for
novel, real-time insights into (1) epidemics,
disease spread and the drivers of illness; and
(2) individuals/groups at risk of developing
particular diseases that could gain from
proactive, early intervention.

Al analysis applied to new forms of data,
including genomic data and patient records, to
inform new drug and treatment discoveries.

operational requirements, and hospital regulations. It has been
deployed across 40 public hospitals.

At Imperial College Healthcare NHS Trust, a pilot tested the use
of Natural Language Processing to analyse patient feedback in
real-time.

New generation of digital therapies aims to deliver
Computerised Cognitive Behavioural therapy (CBT) at scale with
better engagement.

For example, Sleepio is a six-week tailored programme delivered
online that is designed to treat insomnia. The therapy is
personalised using Al that tailors the intervention to patient
data.

IBM’ s Watson can parse millions of pages of medical literature
in seconds and generate diagnostic insights based on a

patient’ s symptoms.

At Beatson West of Scotland Cancer Centre, Ethos, a tool using
Al to target radiotherapy in cancer treatment, is used. This tool
aids clinicians to make decisions on treatment plan adjustments
more quickly and effectively.

During the pandemic, NHSX launched the Covid-19 Data Store.
This brought together data from several sources within the
health and social care system as part of a project to use Al to
build a predictive model to inform the government’ s response to
Covid-19.

Researchers at MIT discovered a new class of compounds
capable of killing drug resistant bacteria by using Al screening
of millions of potential chemical compounds to narrow down
those with high predicted ability to kill bacteria and low toxicity
to living tissue.

1J1
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Applied Tasks Examples of non-clinical use cases

- Identify optimized scheduling to minimize wait times and maximize alignment of patient needs and physician

Accessto care

experience.

Support prior authorization process, including completion and follow-up of prior authorization documentation.

Administration

and revenue cycle

Identify appropriate billing and service codes based on medical notes.
Predict likelihood of—and identify opportunities to reduce—claims denials.

» Supporting accurate coding in the context of risk-adjustmentand value-based payment programs.

Operations

Predict hospital staffing volumes and requisite staffing needs.
Track inventory and utilization patterns to forecast medical supply orders.
Monitor equipment availability and predict equipment failures.

and reporting

Regulatory compliance

Automate the tracking and reporting of regulatory compliance measures, reducing administrative burden.
Analyze documentation and processes to ensure adherence to evolving health care laws and policies.

Patient experience and

Analyze patient feedback and surveys to identify areas of improvementin patient experience.

fIURt Wt RORGME RG6 W& &R LNITGW |

61l YenéWeceaqYacqRYUHb LU

satisfaction analysis Predict patient satisfaction trends and identify drivers of patient trust.

Automatically track identified quality outcomes and generate reports.
Identify gaps in quality and/or ineauities in patient outcomes or services.

Monitor a clinical interaction with a model patient and provide feedback to the physician or trainee.
- Based on review of physician or trainee’ s experiences and skill sets, identify possible learning needs and/or

Quality improvement
and management

Education recommend learning resources.

+ Provide automated haptic feedback during robotic training.

» Predict the structures of proteins from amino-acid sequence.
Research - Optimize research subject outreach and enrollmentin clinical trials.

Analyze electronic health records at scale to identify potential human research subjects.
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EGUI DRUNWx ¢UTt HeGUWYNW 2RANUqUT Wf UqUPUadRNUUBRVWRUWCe D¢ Oq6 W9
[ RDEHFaIIL & 1 REC U~ 1JT @RIH dOW 149 H RId dlRE @t RT 1JW9 0 RUR
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Stage 3: Engineer the Al Solution

2t ql
[

Stage 1: Define Problem & Plan Stage 2: Design the AI System

. Implementer Team:
Stakr:(lﬂders Identify the problem and use case

Usefulness,

Usability &
Efficacy

Safety &
Reliability

Transparency,
Intelligibility

&
Accountability

Security &
Privacy

Clearly explain the problem and why the
Al solution is necessary. Assess how the
AL will fit into existing workflows.
Evaluate the benefits, risks, and costs.
Involve clinical experts.

Ensure the Al solution does not
disadvantage any groups.

Establish evaluation methods for
fairness and strategy to monitor and
mitigate bias.

Identify socio-demographic groups at
risk of bias, identify potential types and
sources of bias.

Identify potential harms and risk,
establish clear criteria for the patient
population.

Ensure both developer and
implementer are responsible for safety.
Ensure compliance with federal and
local regulations, address ethical and
legal challenges.

Ensure there is a clear reason for using
Al over non-Al solutions. Document the
intended use and users of the Al
solution.

Make project and model information
accessible to all stakeholders.

Clearly communicate potential risks to
end users and patients.

Maintain documentation of Al systems
and data, establish policies to manage
Al privacy and security risks. ]

Clearly define the AI' s purpose and
ensure it aligns with organizational
goals.

Conduct initial privacy and security risk
assessments. Regularly update risk
assessments.

: Developer Team conducts model

Both Teams
design, Implementer Team conducts workflow

design

Ensure usability is considered and
documented. Document robustness testing
and trust-building measures.

Assess differences between development
and implementation environments.

Ensure real-world outcomes are fair across
all groups. Identify and document
limitations and risks.

Ensure all stakeholders review and approve
implementation processes.

Plan risk management from conception to
deployment.

Establish processes for error disclosure and
legal considerations.

Ensure the AI system allows for human
oversight and intervention,

Establish a monitoring process for AEs and
SAEs. Define procedures for reporting flaws
and safety concerns.

Compare the Al system to the benchmarks
and document predictors and validation
methods.

Define clear and understandable decision
thresholds.

Ensure documentation considers end user
knowledge.

Assess performance across demographic
groups and ensure explainability.

Trace Al system requirements to privacy
and security risks.

Implement user access control policies.
Use privacy-enhancing technologies (PETs)
to mitigate privacy and cybersecurity risks.
Consider privacy preferences and
contextual factors in design.

Developer Team:
Development of Al Model

Assess data quality and integrity.

Consider bias and fairness during feature extraction.
Ensure data availability for model training matches
deployment.

Address disparities between training data and target
population,

Define and assess socio-demographic subgroups.
Assess data quality by socio-demographic factors.
Examine robustness of data representation.

Ensure local data is representative for medel tuning.

Ensure training data represents the deployment
population.

Monitor data quality and dataset drifts.

Trace complaints, ethical concerns, and safety risks.
Apply clear inclusion/exclusion criteria. Implement
proper access controls and audit trails.

Establish safety monitoring for adverse events.

Plan data security and scalability. Ensure transparency
in data monitoring. Include socio-demographic
information and diversity details.

Document data provenance and limitations. Document
data lineage. Implement version controls for datasets.
Assess patient impact and need for consent,

Ensure transparency in data manipulation rationale.

Implement controls for privacy and security
requirements.

Ensure data management policies address privacy and
cybersecurity risks. Protect against unauthorized
access and data leaks.

Ensure data inputs and provenance support accuracy
and manage bias.

Protect development and production environments
with secure user access.
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Main
Stakeholders

Usefulness,
Usability &
Efficacy

Safety &
Reliability

Transparency,
Intelligibility &
Accountability

Security &
Privacy

Stage 4: Assess

: Verification of safety and

Both Teams
effectiveness, define responsibilities

Ensure Al integrates into workflows.
Reassess if the Al addressees the
problem. Reevaluate Al usability.
Tailor A to specific work contexts.

Evaluate fairness and bias across

Implementer Team:
Implementer Team conducts pilot testing to inform
decision on deployment

- Communicate Al capabilities to end users.

= Re-assess usability in clinical environment.

= Compare anticipated and actual benefits, risks,
and costs.

= Manage clinical disagreements with Al output.

= Assess user actions after Al interaction.

» Assess real-world outcomes for bias.

Implementer Team conducts operation and |
monitoring, Developer Team evaluates model drifts
and revision

Evaluate Al integration in workflow.

Re-assess usability in the clinical environment.
Monitor Al solution performance over time.
Manage clinical disagreements with Al output.
Solicit and use end user feedback. Compare
anticipated and actual benefits, risks, and costs.
Assess user actions after Al interaction.

Define inclusion/exclusion criteria for patients.

Monitor data drift impacts on bias and system

subgroups. = Ensure representativeness of pilot site and bias impacts effectively.
Ensure training and test datasets are approach. + Identify responsible parties for monitoring bias.
independent. Evaluate human interaction and workflow impact.  + Clarify accountability for data/model breaches.

Assess model performance and parity
across subgroups.

Consider broader measures of
performance and impact.

Evaluate local performance and safety.
Implement risk management and
assessment methods.

Triage and report risks to the
implementer and developer.

Conduct verification and validation
activities. Ensure transparency of
validation methods and results.

Report Al effectiveness to users and
stakeholders.

Establish goals, standards, terms and
conditions. Plan for data security and
scalability. Ensure accessibility and
explainability.

Report on performance metrics and
fairness audits. Test data and
generalization contingencies.

Train workforce on cybersecurity and
privacy roles. Identify and perform risk
assessment on third-party providers.
Maintain third-party audit records.

- Implement risk management and mitigation
methods. Mitigate automation bias.

- Maintain monitoring for adverse events and

serious adverse events.

Establish robust reporting and recall procedures.

= Implement a structured, transparent decision-

making process.

Continue human factors evaluation. Regularly

review Al solution’s relevance and obsolescence.

- Evaluation system’s capacity to handle errors and
data volume.

- Provide education/training for end users. Assess
end user experience. Communicate model
limitations to users and patients.

- Identify ongoing audit monitoring methods.
Consider continuous reporting methods.

= Ensure transparency in clinical trials.

- Implement and review audit log records. Establish
configuration change control processes. Ensure
an incident response plan is in place.

- Establish delivery and resilience requirements for
critical Al services.

° E_ximine and document privacy and cybersecurity

risks.

Include stakeholder privacy preferences in

algorithm design. Incorporate contextual factors

into AT design.

Assess risks of performance drift and evaluate
transition impacts from pilot to full deployment.
Mitigate model drift impacts on fairness.

Inform affected groups about Al role. Facilitate
feedback from impacted populations.

Implement risk management and mitigation
methods. Mitigate automation bias.

Maintain monitoring for adverse events and
serious adverse events.

Establish robust reporting and recall procedures.
Regularly review Al relevance and obsolescence.

Ensure updates maintain safety and effectiveness.

Ensure end-of-life (EOL) processes are clear.
Conduct impact analysis on safety and benefit
measures. Report unintended uses of Al solution.

Report effectiveness to end users and
stakeholders.

Ensure patients are aware of Al use.

Maintain assess to project-related and model
information.

Support incident response plans with impact
assessments.

Notify stakeholders about cybersecurity incidents
or privacy events.

Continuously evaluate privacy risk.

Assess and communicate compliance with legal
requirements.
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General

- Define any potential sources of bias: Engage
relevant stakeholders to define the sources of
Fairness bias, identify application specific sources of
bias beyond standard attributes and all
possible human biases.

Universality

Explainability

Phasel: Design

Engage interdisciplinary stakeholders
Investigate ethical, social, and environmental
issues: Identify application specific ethical
issues, monitor and report the environmental
impact of the Al tool, etc.

Define intended clinical settings and cross
setting variations: Define the Al tool’ s
healthcare setting(s) and the resources
needed at each setting.

Use community defined standards: Use a
standard definition for the clinical task, adopt
technical standards and use standard
evaluation criteria.

- Implement a risk management process:
Identify all possible clinical, technical, ethical,
and societal risks; identify all possible
operational risks; assess the likelihood and the
Traceability consequences of each risk; define mitigation
measures to be applied during Al development
and after deployment; set up a mechanism to
monitor and manage risks over time; create a
comprehensive risk management file.
- Define intended use and user requirements:
Define the clinical need, Al tool’ s goal, Al
Usability tool s end users, Al model’s input,
requirements for human oversight, etc.
- Define sources of data heterogeneity: Identify
equipment related, protocol related, operator
AL related data variations, and sources of
artefacts and noises.

Define the need and requirements for
explainability with end users: Engage end
users to define explainability requirements,
define suitable explainability approaches.

Implement measures for data privacy and security:
Implement measures to ensure data privacy and security
(data deidentification, federated learning, encryption,
etc.), implement measures against malicious attacks,
adhere to applicable data protection regulations, define
suitable data governance mechanisms.

Implement measures against identified Al risks:
Implement a baseline Al model and identify its limitations,
implement methods to enhance robustness,
generalisability, and fairness (if needed)

Collect information and individuals’ and data attributes:
Request approval for collecting data on personal
attributes, estimate data distributions across subgroups,
collect information on data provenance

Establish mechanisms for human-Al interactions:
Implement mechanisms to standardise data preprocessing
and labelling, implement an interface for using the Al
model, implement mechanisms for user centered quality
control of the Al results, implement mechanism for user
feedback.

Collect representative training dataset: Collect training
data that reflect the demographic variations, the clinical
variations and variations in real world practice, artificially
enhance the training data to mimic real world conditions.
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2.4.2

Phase3: Evaluation Phase4: Deployment

General
Fairness

Universality

Traceability

- Evalu

Define adequate evaluation plan: Identify the
dimensions of trustworthy Al to be evaluation (ex:
robustness, clinical safety, fairness, data drifts,
explainability, etc.), select appropriate testing
datasets, compare the Al tool against standard of
care, select adeguate evaluation metrics.

Select attributes and factors for fairness
evaluation, define fairness metrics and criteria,
identify biases and evaluate bias mitigation
measures

using external r multipl
sites: Identify relevant public datasets and
external private datasets, select multiple
evaluation sites, verify that evaluation data and
sites reflect real world variations, confirm that no
evaluation data were used during training

Provide documentation: Report evaluation results
in publication using Al reporting guidelines (ex:
TRIPOD-AI), create technical and clinical
documentation for Al tool, provide risk
management file, create user and training
documentation.

Evaluate user experience: Evaluate usability with
diverse end users, evaluate user performance and
productivity, assess training of new end users.

I if i ith m AL t
requirements: Identify specific regulations based on
Al tool' s intended markets, identify specific
requirements based on Al tool' s purpose.

+ Evaluate and demonstrate local clinical validity: Test
Al model using local data, identify factors that could
affect Al tool’ s local validity, assess Al tool’s
integration with local clinical workflows, assess Al
tool' s local practical utility and identify any
operational challenges, implement adjustments for
local validity, compare performance of Al tool with
that of local clinicians.

and outputs: Implement mechanisms to identify
erroneous input data and to detect implausible Al
outputs, provide calibrated uncertainty estimates,
implement system for continuous quality monitoring,
implement feedback mechanism for users to report
issues,

+ Implement system for periodic auditing and
updating: Define schedule for periodic audits, audit
criteria, and metrics; define datasets for periodic
audits; implement mechanisms to detect data or
concept drifts; update Al tool based on audit results;
monitor impact of Al updates

- Implement logging system for usage recording:
Implement logging framework capturing all
interactions (user actions, Al inputs, Al outputs,
clinical decisions), define data to be logged.

i ism r : Assign roles
for Al tool' s governance (for periodic auditing,
maintenance, supervision), define responsibilities for
Al related error, define mechanism for accountability.

+ Provide training: Create user manuals, develop
training materials and activities, customise training to
all end user groups.

: Define clinical
evaluation plan; evaluate if Al tool improves patient
outcomes, enhances productivity or quality of care,
and results in cost savings; evaluate Al tool's
safety.

Evaluate robustness: Evaluate robustness under =
real world variations and under simulated variations,
evaluate robustness against variations in end users,
evaluate mitigation measures for robustness
enhancement.

|

- Evaluate explainability: Assess if explanations are -
clinically meaningful, assess explainability
quantitatively using objective measures and
qualitatively with end users, evaluate if
explanations cause end user overconfidence or
overreliance, evaluate if explanations are sensitive
to input data variations.
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3

Evaluation Perspectives on Al Safety
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The Japan Digital Health Alliance (JaDHA) Japan Al Safety Institute (AlISI)

JaDHA AIS| Steering Committee

The Japan Digital Health Alliance

I: JaDHA WG4 Business Demonstration WG

Working Group on Creating Social Systems to Promote the
Appropriate Selection and Utilization of Digital Health Apps

SubWG-B

Working Group on Generative Al

Healthcare SWG

Collaboration
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