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⬧ This document provides an overview of attacks specific to AI systems and their 
impacts.

⬧ As AI systems evolve, attacks exploiting their characteristics are increasingly 
reported, leading to issues like training data leaks and abnormal  AI outputs.

⬧ In the real world, these issues affect people's lives:
• Leaked training data from AI used in medical diagnosis violates privacy.
• Abnormal AI outputs in automated driving can cause traffic accidents.

⬧ Thus, AI-specific security measures are essential.
⬧ This document outlines attacks and their impacts, as reported in academic 

papers and other sources, to aid in examining countermeasures.

Abstract
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⬧ Measures against conventional cybersecurity attacks are assumed to be necessary.
⬧ This document focuses on known attacks that require special attention when a 

system incorporates AI, specifically, those involve intervening in an AI model’s 
training or inference processes, as well as exploiting or tampering with its inputs 
and outputs.
• Examples Within the Scope:

• During Training: Data Poisoning Attacks (Intervention in the Training Process)
• During Inference: Model Extraction Attacks (Exploit the AI model’s output)

• Examples Outside the Scope:
• Theft of AI Models Through Unauthorized Access by Exploiting Network 

Device Vulnerabilities.
Note: Although this attack targets AI models, it does not involve interfering with the training or 
inference process of the AI models in the target system, nor does it manipulate its input or output.

Scope of This Document
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⬧ The assumed AI system consists of two environments: development (training) and operation.
⬧ The AI model is not limited to LLMs, while the figure below includes components often used with LLMs.
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⬧ Attacks are classified into 12 types (A-L) across 4 attack surfaces: Training, Model, Input, and Output.
⬧ Some of these types can be further divided into more specific subtypes.

Attacks on AI Systems: Overview
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⬧ The figure below illustrates the relationship between attack surfaces, attack methods, 
and their impacts on systems from the perspective of the security CIA triad.

Attacks and Their Impacts on AI Systems: Overview
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⬧ The figure below illustrates the impacts of attacks on the components of the assumed AI system.
⬧ In some cases, the same type of impact (e.g., Model Leakage) may occur at multiple points.

Impacts of Attacks on AI Systems: Overview
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Attacks and Their Impacts on AI Systems: Detailed Lists 1
Attack Impact Attacker’s Capability (Basic Assumptions) Modality : Target AI[Literature] (This is summary from literature and does not limit modality or target)
C Model Poisoning C 𝜎:Training Data Leakage Training program tampering Image: NN [SRS17] Text: SVM, LR [SRS17]

I 𝜄:Model Malfunction Malicious adapter distribution Text: LM [DXC+25]
Malicious model distribution Any: NN [LSZ+25]

𝜅:Interpretability Malfunction Model tampering Tabular: NN, EM [SHJ+20]
A 𝛼:Computational Waste Model tampering Image: NN [CDB+23]

D Data Poisoning C 𝜎:Training Data Leakage Training data injection & Massive queries to the model Tabular: LR, NN [MGC22] Text: LR [MGC22]
I 𝜄:Model Malfunction Training data injection Image: NN [Car21], SuperNet [OVA+25] Text: LM [Sch19] 

Tabular: Linear Regression [JOB+18], Text to Image: Diffusion [NRB+25; LPC+25]
Training data injection & Malicious model distribution for model merge Image: ViT [WWC+25], Text: LM [WWC+25]

A 𝛾:Failure of Unlearning Training data injection Image: NN [YZL+25]

ASR (Automatic Speech Recognition), CV (Computer Vision), DA (Decomposable Attention), DT (Decision Tree), EM (Ensemble Method), HMM (Hidden Markov Model), 
JSCC (Joint Source-channel Coding), kNN (Nearest Neighbor), LM (Language Model), LR (Logistic Regression), LSTM (Long Short-term Memory), MLP (Multilayer Perceptron), 
MoE (Mixture-of-Experts), NN (Neural Network), RNN (Recurrent Neural Network), RR (Ridge Regression), SVM (Support Vector Machine), ViT(Vision Transformer) 

Attack Impact Attacker’s Capability (Basic Assumptions) Modality : Target AI[Literature] (This is summary from literature and does not limit modality or target)
I Code Injection I 𝜇:System Compromise Malicious model distribution Any: Any [ZWZ+24; ZCS+25]

J Post-training 
Model 
Manipulation

C 𝜎:Training Data Leakage Access to fine-tuning functionality Text: LM [CTZ+24]

I 𝜆:Safeguard Bypass Access to the model’s internal info Text: LM [YYC+24; KDD25]
Access to unlearning functionality Text: LM [SKK+25]
Access to the fine-tuning functionality Text to Image: Diffusion [WYB+25]

K Side-channel C 𝜌:Model Leakage Access to physical memory Image: NN [RCY+22]
Physical access to the device Image: NN on GPU [HCW+25]

𝜎:Training Data Leakage Access to physical memory & Massive queries to the model Image, Video: NN in TEE [YLD+25]

𝜐:Input Info Leakage Access to physical memory & Massive queries to the model Image, Video: NN in TEE [YLD+25]
Share the common MoE model library Text, Image: MoE [DXS+25]
Access to the CPU cache Text: LM [GHG+25]
Access to hypervisor control Text: LM [YHG+25]

𝜒:Output Info Leakage Share the common MoE model library Text, Image: MoE [DXS+25]
Access to the CPU cache Text: LM [GHG+25]

I 𝜄:Model Malfunction Access to physical memory Image: NN [LWX+24; CLY+25]
Massive queries to the model & Access to physical memory Image, Text: LM, Transformer [NMF+24]
Access to GPU memory Image: NN on GPU [LQS25]

Table 1: Attacks Targeting Training as the Primary Attack Surface and Their Impacts

Table 2: Attacks Targeting Model as the Primary Attack Surface and Their Impacts
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Attacks and Their Impacts on AI Systems: Detailed Lists 2

Attack Impact Attacker’s Capability (Basic Assumptions) Modality : Target AI[Literature] (This is summary from literature and does not limit modality or target)
E Evasion I 𝜄:Model Malfunction Massive queries to the model Image: NN, LR, SVM, DT, kNN [PMG+17], Transformer [LHS+25], 

Text: LM[BSA+22], Image to Text: VLM [WBH+25]
Access to the model's internal info Image: SVN [MMR+25], NN [SZS+14;GSS15;MMR+25], 

Binary file: NN [NFI+25], Text: LSTM [ERL+18], Transformer [MMR+25], 
A specific text similarity matching algorithm [HRS25], Weather data: Diffusion [IER25]

Input to the model Text: Transformer [GSJ+21], LSTM, DA [WFK+19], LiDAR Point Cloud: NN [KNT+25], 
Image: NN [LLM+25;XDT+25], CV [XC25], Multi-modal (Image & Text) : VLM [WZS+25], 
Image to Text: VLM [XDT+25], Audio to Text: ASR [YZG+25]

Malicious input distribution Text: LM [LLW+25b]
Transmit adversarial signal Radio Signals: JSCC [CSH+25]

𝜅:Interpretability Malfunction Massive queries to the model Image: NN[DAA+19]

A 𝛽:Task Abandonment Access to the model's internal info Audio: Transformer [WLC+25]

F Energy-latency A 𝛼:Computational Waste Input to the model Image・Text: NN [SZB+21]
Massive queries to the model Text: LM [BSA+22]

H Prompt Injection C 𝜎:Training Data Leakage Input to the model Text: LM [KKC25]

𝜏:App Info Leakage Input to the model Text: LM[ZCI24]

𝜐:Input Info Leakage User-referenced info poisoning Text: A specific chat service [Sam23]

𝜑:Reference Info Leakage Input to the model Text: LM [CBN25], Text to Tabular: LM [PEC+25]

I 𝜄:Model Malfunction Malicious image distribution Multi-modal (Image & Text): VLM [ZZM+25]

𝜆:Safeguard Bypass Input to the model Text: LM [LDL+24;SCB+24;ZWC+23;WHS23;CRD+24;MZK+24;PHS+22;WFK+19;RSE25], 
Text to Image: Diffusion [LMX+25;DMY+25], VLM [RSE25], A specific image generation system [VMP25]

Massive queries to the model Text: LM [ZGY+25]
Access to the model's internal info Text・Image: NN [CNC+23]
Access to fine-tuning functionality Text: LM [LPH+25]

𝜇:System Compromise Reference data injection Text, Image to Text: LM [GAM+23]

I/A 𝜃:Internal Data Corruption Input to the model Text to Tabular: LM [PEC+25]

A 𝛿:Unintended Refusal Reference data injection Text: LM [SSS25]

L Knowledge 
Poisoning

I 𝜄:Model Malfunction Reference data injection Text: LM[YSQ25;BS25;GCL+25;ZGW+25]
Reference data injection
 & Massive queries to the model

Text: LM[CGL+25]

ASR (Automatic Speech Recognition), CV (Computer Vision), DA (Decomposable Attention), DT (Decision Tree), EM (Ensemble Method), HMM (Hidden Markov Model), 
JSCC (Joint Source-channel Coding), kNN (Nearest Neighbor), LM (Language Model), LR (Logistic Regression), LSTM (Long Short-term Memory), MLP (Multilayer Perceptron), 
MoE (Mixture-of-Experts), NN (Neural Network), RNN (Recurrent Neural Network), RR (Ridge Regression), SVM (Support Vector Machine), ViT(Vision Transformer) 

Table 3: Attacks Targeting Input as the Primary Attack Surface and Their Impacts
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Attacks and Their Impacts on AI Systems: Detailed Lists 3

Attack Impact Attacker’s Capability (Basic Assumptions) Modality : Target AI[Literature] (This is summary from literature and does not limit modality or target)

A Model Extraction C 𝜌:Model Leakage Massive queries to the model Image: NN [OSF19a;OSF19b;JSM+19;CBB+18;YZW+25], LR[TZJ+16]
Tabular: RR[WG18], DT[TZJ+16], LR, NN, SVM[TZJ+16,WG18], Text: LSTM [YZW+25]

B

Training &
 R

eference Info G
athering

Membership 
Inference

C 𝜎:Training Data Leakage Input to the model Image: RR, DT [YGF+18], NN [AYM+19;YGF+18;LLW+25a], 
Tabular: RR, DT [YGF+18], NN [AYM+19;YGF+18], MLP [LLW+25a], 
Text: NN [AYM+19], LM [HLL+25a], MLP [LLW+25a], Image: Diffusion [PW25]

Massive queries to the model Image: NN [SSS+17;LBW+18;YZW+25;NYW+25], ViT [NYW+25] Tabular: NN [SSS+17;LBW+18], Text: LM 
[LSS+23;NYW+25], LSTM [YZW+25], Multi-modal (Image & Text): VLM [HLL+25b]

Access to the model's internal info Image, Tabular: NN [NSH19]
Input to the model & Malicious model distribution Image: NN [WAA+25]

𝜑:Reference Info Leakage Input to the model Text: LM [NPS+25;GMD+25]

Attribute 
Inference

C 𝜎:Training Data Leakage Input to the model Image, Tabular: LR, DT [YGF+18]
Access to the model's internal info Image, Text: NN [SS20]
Massive queries to the model Tabular: NN [KCM25]

Property Inference C 𝜎:Training Data Leakage Access to the model's internal info Image, Tabular: NN [GWY+18] Audio, Network traffic: NN, SVM, HMM, DT[AMS+15]

Model Inversion C 𝜎:Training Data Leakage Massive queries to the model Image: DT [FJR15], NN[FJR15;YZW+25], Tabular: DT, NN [FJR15], Text: LSTM [YZW+25]
Access to the model's internal info Text: Transformer[ZHK22]

Data 
Reconstruction

C 𝜎:Training Data Leakage Access to the model's internal info Image: NN [BCH22;HVY+22;BHY+23]

Massive queries to the model Text: LM [LSS+23]
Data 
Extraction

C 𝜎:Training Data Leakage Massive queries to the model Text: LSTM, RNN [CLE+19], LM [CTW+21;LSS+23;LWW+25], Text to Image: Diffusion [CHN+23]
Input to the model Text: LM [CMX+25;KSM+25]

G Prompt Stealing C 𝜏:App Info Leakage Input to the model Text: LM [YLL+25]

𝜐:Input Info Leakage Access to the model’s output Text to Image: Diffusion [SQB+24]

Input to the model Text: LM [TSS+25]

Massive queries to the model Text: LM [YZH+25], Text to Image: Diffusion [YZH+25]

ASR (Automatic Speech Recognition), CV (Computer Vision), DA (Decomposable Attention), DT (Decision Tree), EM (Ensemble Method), HMM (Hidden Markov Model), 
JSCC (Joint Source-channel Coding), kNN (Nearest Neighbor), LM (Language Model), LR (Logistic Regression), LSTM (Long Short-term Memory), MLP (Multilayer Perceptron), 
MoE (Mixture-of-Experts), NN (Neural Network), RNN (Recurrent Neural Network), RR (Ridge Regression), SVM (Support Vector Machine), ViT(Vision Transformer) 

Table 4: Attacks Targeting Output as the Primary Attack Surface and Their Impacts
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⬧ By observing the output produced in response to given input data, this attack can cause 
the leakage of information about the AI model without direct access to the model itself.

Attack A: Model Extraction
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⬧ Information about the training dataset and internal knowledge is primarily obtained through the relationship 
between its inputs and outputs. There are various attack subtypes targeting different types of information.

Attack B: Training & Reference Info Gathering
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⬧ By modifying the information of the AI model or training programs, this attack can cause interpretability or  
model malfunctions, computational waste, and training data leakage when the model is in operation.

Attack C: Model Poisoning
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⬧ Adding special data to the training dataset can cause information leakage about the remaining training data, the 
model malfunction, and the failure of unlearning (the deletion of specific training samples).

Attack D: Data Poisoning
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Attacker D: Data Poisoning

15

𝝈:Training Data Leakage
𝝈:Training Data Leakage

𝜾:Model Malfunction

𝜸:Failure of Unlearning
Training



AISI
Japan 

AI Safety 

Institute

⬧ Adversarial examples (specially crafted inputs for AI systems) can cause task abandonment 
and malfunctions in both output and interpretability when provided during operation.

Attack E: Evasion

Dev. (Training)

Operation

AI System 
User

AI System 
User

External Knowledge

Internal Knowledge

Training Dataset

Application

Fine-tuned AI Model

Fine-tuned AI Model

AI System (Operation Environment)

AI System (Training Environment)

AI Model 
Developer

Retrieved Info

AI Model Info

Training Data Training Data

Plugin Integrated System
Knowledge Data

Input Info

Pre-trained AI Model

Continuous Learning of the AI Model

Deployment of the AI Model

Target AI System

Training DataTraining Data Collection

Output Info (Including Explanation)Input

Output

Input

Fine-tuning 
Dataset

External Systems, 
Sensors, etc.

External Systems, 
Actuators, etc.

Legend

Data Flow

Attack Flow

E: Evasion

Attacker

16

𝜷:Task Abandonment 𝜾:Model Malfunction
𝜿:Interpretability Malfunction

Input



AISI
Japan 

AI Safety 

Institute

⬧ By providing the AI system with specially crafted inputs called sponge examples during operation, 
this attack can waste computing resources, such as by increasing response time and energy consumption.

Attack F: Energy-latency
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⬧ By inferring the original prompt from outputs such as images generated by the AI model, this attack can leak 
information about input and application that constitutes prompt engineering know-how.

Attack G: Prompt Stealing
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⬧ By directly inputting adversarial instructions into the model or indirectly injecting them through its information 
sources, this attack can cause various forms of information leakage, safeguard bypass, and system compromise.

Attack H: Prompt Injection
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⬧ Embedding executable code within the AI model that is then executed 
when the model is invoked can compromise the system.

Attack I: Code Injection
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⬧ By performing harmful fine-tuning, unlearning, and pruning, the target pre-trained AI model 
is manipulated to bypass safeguards and leak its pre-trained data.

Attack J: Post-training Model Manipulation
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⬧ Attackers who have access to operational environments, such as cloud-based systems and edge devices, 
can cause information leaks and model malfunctions by conducting physical surveillance or interference.

Attack K: Side-channel
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⬧ By injecting specific data into internal knowledge, such as RAG, from an external 
source, this attack can cause the AI model to malfunction.

Attack L: Knowledge Poisoning
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⬧ Since the 1st edition was published (March 2025), we have reviewed papers accepted at 
major international conferences* held in 2025 to incorporate the latest attacks into 
this document and have included 64 key papers on attacks targeting AI systems.
*Target conferences: USENIX Security, ACM CCS, IEEE S&P, NDSS

⬧ Add and Rename Attacks / Organize on the Attack Surfaces (See page 26 for details)
• Added 2 new attack types and renamed 3 existing ones based on the survey results.
• Introduced a classification based on attack surfaces to organize attacks.

⬧ Add and Rename Impacts of Attacks (See page 27 for details)
• Added 4 new impacts and renamed 1 existing one based on the survey results.
• Color-coded visualization of impacts by CIA triad.
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26

Add and Rename Attacks / Organize on the Attack Surfaces

A: Model Extraction

B: Training Data-related Info Gathering

Membership Inference

Attribute Inference

Property Inference

Model Inversion

Data Extraction

C: Model Poisoning

D: Data Poisoning

E: Evasion

F: Energy-latency

G: Prompt Stealing

H: Prompt Injection

I: Code Injection

J: Adversarial Fine-tuning

K: Rowhammer

A: Model Extraction

B: Training & Reference Info Gathering

Membership Inference

Attribute Inference

Property Inference

Model Inversion

Data Reconstruction

Data Extraction

C: Model Poisoning

D: Data Poisoning

E: Evasion

F: Energy-latency

G: Prompt Stealing

H: Prompt Injection

I: Code Injection

J: Post-training Model Manipulation

K: Side-channel

L: Knowledge Poisoning

1st Edition (Mar. 2025)
2nd Edition (Apr. 2026)

Rename

Rename

Add

Attack surfaces

Training: Model training & updating
e.g., training/fine-tuning dataset, 

inputs for continuous learning, 
programs for model training

Model: Inside a trained model
e.g., model files, weights, loading 

mechanisms,  runtime memory, 
model updating APIs

Output: Outputs of model inference
e.g., outputs of model (labels, scores, 

generated text or images, etc.)

Input: Inputs for model inference
e.g., inputs for model (user prompt, 

external system, sensors, etc.), 
internal/external knowledge

Rename

The arrow above shows the main relationship.

Add
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⬧ We added new types of impacts and renamed some of them. We also changed the labels for each impact 
from numbers to Greek letters and color-coded them by CIA triad for better visualization.

Add and Rename Impacts of Attacks

𝜾:Model Malfunction

𝜿:Interpretability Malfunction 𝝁:System Compromise

𝜶:Computational Waste

𝝆:Model Leakage

𝝈:Training Data Leakage

Confidentiality

27

𝝉:App Info Leakage

𝝊:Input Info Leakage

𝝀:Safeguard Bypass

𝜽:Internal Data Corruption

𝜷:Task Abandonment 𝜹:Unintended Refusal

𝜸:Failure of Unlearning

𝝋:Reference Info Leakage

Integrity

Availability

𝝌:Output Info Leakage

6: Model Malfunction

7: Interpretability Malfunction 9: System Compromise

11: Computational Waste

1: Model Leakage

2: Training Data Leakage

3: App Info Leakage

4: Input Info Leakage

5: Internal Data Leakage

8: Safeguard Bypass

10: Internal Data Corruption

1st Edition (Mar. 2025) 2nd Edition (Apr. 2026)

rename

add

add

add

add

Confidentiality

Integrity

Availability
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