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OEENSDFULEDTHD ARNBIEFEELTUTO 5 DNEETEND, BH. Al ZZATLD
TFIUTA(OVTOEEFIRERFBREIVRIASMARSA> 5 4 ik 10.3 & AI t+1Y
T1I16B5E (8B,
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OOMENBVEECF. ETHSRFENIAVY MISIREDEFA-2aNREIND.

> EFMEREAOMRELTE, EEHETIN2HALLT Y TINEBD, L-NIybz
FEVAREOAR DT RHLBVIE, HAOBEOBRNMET . ZRT51>—
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LYyRF—AlE LYRF-ZDJ ORMEIHRERS Al SRTLOBF - RECHENDZ IO 1IN~ L
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1) Z6&(C Al T-I74(CRF3BPIRDILIBNSHX I AT LD EFMZfE U £T Ly
F— LAY N - BV TURI DI ZIT VRIS F)A (7.1 8) PIRESFUA (7.2 B)) %
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TR Al AT LADBIFE - IRHBIBE L. LYRF-ZDJOIRERD Al ST LADRFLIRMECE
IREBZEIEIIEZRIT . MR Al SATLAOERRET. FIARIEEZEOHSDIBEXZZEED
£ WRF-Z2J SRR EAR(CO I TEIEM (CBE 59 5.

BHRIREEIEL TR, W5REDBD Al SRFACETRIERE. LyRF-IDJ)2EMIBHDE
RiEHRZLY RF—ACHBIBEENZIES, Fz, LYRF-TOURISFIA%ER (7.1 i) 9
BDEEPRARIRES 2/ERK (8.3 Hi) I2RICIE. BBESNBIRIZFUAICHL T, BDFEFEYRI®
FZEAV)IPOBRRNSOIRET - ZEEZ1TS. MAT, LYRF-ZDJCIDIERENIARES LTS
NESTEIDORELECOEN (8.4 i) [OOVWTEITEEZES.

o, LYRF-Z2J#ITOCLICLBV - ZABIBNOREEZZERB UL TIEEEZITO. 25 &
BLSUTLYRF -2 % ENM I 3 DIREBRIB P RRIRIB 2 IR H - REENRHTS.
O LYRF—ZJZEMIBIEICLDMER Al AT LINDOFZE(COHEEL . B R REEEfHEPLY
RF-ZDJAIROMERTIRZIRFT I 2.

BE. LYRF-IDJ OBRASEEPEMT — X Ly RF-IDJEBZEOHEECERL T 5T
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B - ENEANOIRIZ M (CEEL . BU)BRESETIENEERLL,

4.3 TOMOBHERT—IHRIY -

AT Al C— T4 FREE LI 3RDICE, BUIRIKEHIROLYRF - 25D
MHERDETERUVRITHEE ThHD. COd. BEBELKFTNICETIETEIFOE (BEHT
SEESE) OFCLYRF-DI%TI.
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PyRIT Microsoft https://github.com/Azure/PyRIT

Project Al Verify https://aiverifyfoundation.sg/project-

Moonshot Foundation | moonshot/
https://github.com/aiverify-
foundation/moonshot

Inspect UK AI Safety | https://www.gov.uk/government/news/ai-

evaluations Institute safety-institute-releases-new-ai-safety-

platform evaluations-platform

Garak NVIDIA https://github.com/leondz/garak
https://docs.nvidia.com/nemo/guardrails/eval
uation/llm-vulnerability-scanning.html

CyberSecEval Meta https://github.com/meta-
llama/PurpleLlama/tree/main/CybersecurityBe
nchmarks

Prompt Fuzzer | Prompt https://www.prompt.security/fuzzer

Security https://github.com/prompt-security/ps-fuzz

Akto Akto https://www.akto.io/llm-Security
https://github.com/akto-api-security/akto

DeepEval Confident Al https://github.com/confident-ai/deepeval

https://www.confident-ai.com/blog/red-
teaming-lims-a-step-by-step-guide
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Wisa RBESRE, Al BEBENARS1> (8 1.045R) |
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Department for Science, Innovation and Technology, UK Al Safety Institute
“International Scientific Report on the Safety of Advanced AI (Interim
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https://assets.publishing.service.gov.uk/media/6655982fdc15efdddf1a842f/in
ternational_scientific_report_on_the_safety_of advanced_ai_interim_report.p
df

Department for Science, Innovation and Technology “Introducing the Al

Safety Institute”

https://www.gov.uk/government/publications/ai-safety-institute-

overview/introducing-the-ai-safety-institute

Infocomm Media Development Authority, Al Verify Foundation
“CATALOGUING LLM EVALUATIONS Draft for Discussion (October 2023)"
https://aiverifyfoundation.sg/downloads/Cataloguing_LLM_Evaluations.pdf

Infocomm Media Development Authority, Al Verify Foundation “Model AI
Governance Framework for Generative AI”
https://aiverifyfoundation.sg/wp-content/uploads/2024/05/Model-Al-
Governance-Framework-for-Generative-Al-May-2024-1-1.pdf

ISO/IEC JTC 1/SC 42 “ISO/IEC 42001:2023 &E¥k#xflT — ATHIEE — YR AD R
7L\ Information technology -- Artificial intelligence -- Management system”
https://www.iso.org/standard/81230.html

ISO/IEC 22989:2022 Information technology - Artificial Intelligence -
Artificial Intelligence concepts and terminology.
https://www.iso.org/standard/74296.html

National Institute of Standards and Technology “SP800-115 Technical Guide
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National Institute of Standards and Technology “Artificial Intelligence Risk
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https://nvipubs.nist.gov/nistpubs/ai/NIST.AI.100-1.pdf
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OWASP “OWASP Top 10 for Large Language Model Applications”
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Stanford Institute for Human-Centered Artificial Intelligence “Reflections on

Foundation Models”
https://hai.stanford.edu/news/reflections-foundation-models
ANTHROPIC “Challenges in red teaming Al systems”
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Open AI “Open Al Red Teaming Network”
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